ITamsaTka nos o0yyaromuxcs 00 nHGOPMALMOHHOI 0e30aCHOCTH JeTeil

Henb3n
1. Bcewm noapsia coodmars CBOIO YacTHYIO HH(OPMAIHIO (HACTOSIINE UM, (PaMHITHIO,
tenedoH, aapec, HOMep MIKOJIbI, a Takke (oTorpadun CBOU, CBOEH CEMBbU U IPY3€i);
OTKpbIBaTh BIOXKEHHbIE (DAaIbl 3JIEKTPOHHOM MOYTHI, KOT/Ia HE 3HACIIb OTIIPABUTEIIS;
['pyOuTh, npuanpaThes, OKa3blBaTh JaBJICHUE - BECTU ce0s HEBEKIIMBO U arpeCCUBHO;
4. He pacnopspkaiicst IeHbraMi TBOCH ceMbH 0€3 pa3perieH s CTapIIuX - BCErIa
CIipalvBail poJIUTEIICH;
5. He Berpeuaiics ¢ IHTepHET-3HAKOMBIMU B PEATILHOM KU3HHU - IIOCOBETYMCS CO
B3pPOCJIBIM, KOTOPOMY J0BEpSIEIlIb.

wn

OcTopo:xHO
1. He Bce numyt npaBay. Yuraemb o cebe HenpaBny B UHTepHETE - cO00IIHM 00 3TOM
CBOMM POJIUTEIISIM HITU ONIEKyHaM;

2. Ilpurnamarot nepenuceBaThCs, UTPaTh, OOMEHNUBATHCS - IPOBEPH, HET JIU MOABOXA;
3. He3zakonHoe xonupoBanue (aiinoB B IHTepHETE - BOPOBCTBO;
4. Bcerna pacckasblBail B3pOCiIbIM O IpoOJieMax B CETU - OHU BCEr/la IOMOT'YT;
5. Hcnonb3yii HacTpolku 6€30MaCHOCTH U MPUBATHOCTH, YTOOBI HE MOTEPSATH CBOU
AKKayHTBI B COLICETAX U IPYIMX MOpTaIaX.
Mo:xHo

1. VBaxail npyrux noyb3oBaresei;

[Tonw3yemnibest UHTEpHET-UCTOYHUKOM - Jefiail CChIIIKY Ha HEro;

OTKpBIBaii TOJIBKO TE€ CCHUIKH, B KOTOPBIX YBEPEH;

OO0paraTbCst 32 MOMOILBIO B3POCIIBIM - POAUTENH, ONEKYHbI U aIMUHUCTpALMs CaliTOB
BCErJa MOMOT'YT.
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C KaXIpIM TOJIOM MOJIOJIE’KH B UHTEPHETE CTAHOBUTHCS OOJbIIE, a IKOJIHHUKU OJTHU U3
CaMbIX aKTHUBHBIX MOJIb30BaTeneil Pynera. Mex iy TeM, MOMHUMO OTPOMHOTO KOJIMYECTBA
BO3MOXKHOCTEH, MHTEPHET HECET U MPOOJIeMbl. DTa maMsTKa JOHKHA TOMOYb Te0e
0e30MacHO HaXOJAUTHLCSI B CETH.

KoMnbroTepHbie BUPYChI
KoMIbroTepHsbIii BUPYC - 3TO pa3HOBUIHOCTh KOMIIBIOTEPHBIX IPOTPaMM, OTINYUTEIBHOU
0COOEHHOCTBIO KOTOPOH SIBISIETCS CIIOCOOHOCTh K pa3MHOKEHHIO. B mononHeHne k 3Tomy,
BUPYCHI MOT'YT NMOBPEIUTH WM MOJHOCTHIO YHUUTOXKHUTH BCe (ailiibl U TaHHBIE,
HOJKOHTPOJIBHBIE [10JIb30BATENI0, OT UIMEHH KOTOPOro ObLIA 3aIyIIeHa 3apaKeHHas
[porpamma, a TaKe MOBPEIUTD UIIU AK€ YHUYTOXKUTH ONEPALMOHHYIO CUCTEMY CO BCEMHU
(aitnamu B 11esoM. B O0BIIMHCTBE CllyyaeB pacpOCTPAHAIOTCS BUPYCHI UEPE3 UHTEPHET.

MeToabl 3a1IUTHI OT BPEAOHOCHBIX IPOrpamMM:

1. Ucnonb3yit coBpeMeHHbIE ONEPAlIMOHHBIE CUCTEMbI, UMEIOIINE CEPhE3HbIN YPOBEHD
3alIUTHI OT BPEJOHOCHBIX TPOTPAMM;

2. TlocrosiHHO ycTaHaBIMBal MauTH (U(PPOBBIE 3AIUIATKH, KOTOPbIE aBTOMATUYECKH
YCTaHABIIMBAIOTCA C II€JIbIO IOPaOOTKH MPOTPaMMBbl) U Apyrre oOHOBJIEHUS CBOEH
oTepalnoHHOM cucteMbl. CkauuBail UX TOJBKO ¢ OPUIIMANBHOTO caiiTa pazpaboTynka
OC. Ecnu cymiecTByeT pekuM aBTOMAaTHYE€CKOTO OOHOBJICHUS, BKIIFOUH €T0;

3. Paboraii Ha cBOeM KOMITbIOTEPE MO TpaBaMM MOJIb30BATENs, a HE aIMUHUCTPATOPA.
OT0 HE MO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX MPOTrpaMM MHCTANIMPOBAThCS Ha
TBOEM IEPCOHATILHOM KOMITBIOTEPE;



4. Vcnonb3yii aHTUBUPYCHBIE IPOTPaMMHBIE MPOTYKThI U3BECTHBIX MPOU3BOJUTENEH, C

aBTOMATHYECKUM OOHOBIIEHUEM 0a3;

Orpannub GpU3MUECKUI TOCTYI K KOMIBIOTEPY /sl IOCTOPOHHUX JIULI;

Hcnonb3yit BHENTHIE HOCUTENN MH(DOPMAIIUH, TaKue Kak (Iiemika, AMCK Win ¢aitn u3

MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX HCTOYHHUKOB;

7. He oTkpbIBail KOMIBIOTEPHBIE (aiIbl, TOTYYEHHBIC U3 HEHAC)KHBIX HCTOYHHUKOB.
Haxe te daitipl, KOTOpbIE MpHCIal TBOW 3HAKOMBIH. Jlydille yTouHHU y HETO,
OTIIPABJISI JIU OH TeOe uX.
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Ceru WI-FI
Wi-Fi - 370 He Buj nepeiaun TaHHbIX, HE TEXHOJIOIHs, a BCETro JIMIIb OpeH, Mapka. Eie B
1991 rony Huaepnanackas komnanus 3apeructpuponaia openn "WECA", uto o603Havano
cioBocouetanue "Wireless Fidelity", koTopslii mepeBoautcs Kak "GecripoBoaHas
TOYHOCTB'".

Jlo Hamiero BpeMeHH J01LIa Apyras ab0peBraTypa, KoTopast SIBISEeTCS TAaKOH ke
TexHosoruei. Ito abopesuarypa "Wi-Fi". Takoe Ha3BaHue OBUIO JaHO C HAMEKOM Ha
CTaH/apT BBICIIEH 3ByKoBOi TexHukH Hi-Fi, uTo B mepeBone o3Hauaer "BbIcoKast
TOYHOCTB".

Ja, GecrutaTHbI HTHTEPHET-IOCTYII B Kae, OTENAX U adpOoIopTax SBJISICTCS OTIIMYHON
BO3MOYKHOCTBIO BBIX0/1a B MHTEpHET. HO MHOTHE 3KCTIEPThI CYUTAIOT, YTO OOMICIOCTYITHBIC
Wi-Fi ceTu He SBISIIOTCA 0€30MACHBIMH.

CoBeTbl 110 6€30MaCHOCTH PaGOTHI B 001IeT0CTYNHBIX ceTsix Wi-fi:

1. He nepenaaii cBoIo MuHyI0 HHMOpMaLuio yepe3 odmenoctynubie Wi-Fi cetu.
Paboras B HuX, *enareiabHO HE BBOJAUTH NAPOJIH JOCTYIA, JOTMHBI U KAKHE-TO
HOMeEpa;

2. Hcnonp3yii 1 0OHOBIISAN aHTUBUPYCHBIE TPOTpaMMBI U Opanamayep. TeM caMbIM ThI
o0e3onacuiib ceds 0T 3aKaYKH BUpPYyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonw3oBanuu Wi-Fi oTkimroun ¢pynknuio "O0muit foctym K daiinam u
npunTepam". JlaHHas QyHKIMS 3aKpbITa IO YMOJTYAHUIO, OJJHAKO HEKOTOphIE
M0JIb30BATEIH AKTUBUPYIOT €€ JUIsl yA00CTBa UCIIOIb30BaHUs B paboTe min yueoe;

4. He ucnonb3yit nyoanunsiii WI-FI 115 nepenaun MMYHBIX JaHHBIX, HATPUMED IS
BBIXO/1a B COIIMAJIbHBIE CETU WM B AIEKTPOHHYIO MIOUTY;

5. Hcnons3yii Tonbko 3amuiienHoe coeaunenue yepes HTTPS, a ue HTTP, 1.e. mpu
Habope BeO-aapeca BBoau uMeHHO "https://";

6. B moOunbHOM Tenedone oTkimoun dynkiuto "Tloakmrouenne k Wi-Fi
aBTomarnyecku". He gomyckail aBTOMaTH4€CKOIO MOAKIIOUEHHUST yCTPOMCTBA K CETAM
Wi-Fi 6e3 TBoero cornacusi.

CoumnajbHble ceTH
CoruanbHbIe CeTH aKTUBHO BXOJST B HAaIly KU3Hb, MHOTHE JIFOJIU padOTaIOT U )KUBYT TaM
MOCTOSTHHO. MHOTHE MOIh30BaTeN HE MOHUMAIOT, YTO HH(OpMaIus, pa3MelIeHHas UMHU B
COIIMAJIBHBIX CETAX, MOXKET 6BITL HaﬁneHa 1 UCIIOJIB30BaHaA KEM erJIHO, B TOM HHUCJIC HE
00s13aTeNBHO ¢ OJIaTUMH HAMEPEHUSIMH.

OcHOBHBIE COBETHI 110 6€30MAaCHOCTH B COIIMAIBHBIX CETSIX:
1. Orpanuyb ciucok apy3ei. Y Te0s B APYy3bsSX HE JOIKHO OBITh CTy4ailHBIX U
HE3HAKOMBIX JIIOJIEH;
2. 3amminai CBOXO YaCTHYIO JKW3Hb. He yka3wiBaii maposu, TejaedoHbl, aapeca, 1aTy
TBOETO POXKJICHUS U IPYTYI0 TUUYHYIO HH(OPMAIIKIO. 3MTOYMBIIIICHHHKH MOTYT



UCIIOJIb30BAaTh J1aXke MH(POPMALIHIO O TOM, KaK Thl M TBOM POJUTEIH IUIAHUPYETE
MPOBECTU KaHUKYIIbI;

3. Bamminai CBOIO peryTaluio - JCPKHU €€ B YUCTOTE U 3a/1aBaii ceOe BOMPOC: XOTeN Obl
ThI, YTOOBI APyTUe MOJIB30BATENIN BUJICIH, YTO Th 3arpyxaeuisb? [lomxymaii, mpexmae
YeM YTO-TO OITYOJIMKOBATh, HAUCATH U 3arPy3HTh;

4. Ecnu Tbl TOBOPULIL C JIOJbMH, KOTOPHIX HE 3HAEIIb, HE UCIOJb3YH CBOE peaabHOe
UM U JPYTYIO JUYHYIO0 HH(POPMAIMU: UM, MECTO JKUTEIILCTBA, MECTO Y4eObl U
npoyee;

5. WMsb6erait pasmemenus ¢ororpaduii B THTEpHETE, I/1€ ThI H300pa’KEH HA MECTHOCTH,
10 KOTOPOIl MOXHO ONPEAEITUTH TBOE MECTOIOIOKECHHE;

6. Ilpu perucrpanuu B COIMAIBHON CETH HEOOXOIMMO HCIIOJIb30BaTh CIOXKHbIE MAPOJIH,
cocrosimue u3 OykB ¥ IU(p U C KOJTUIECTBOM 3HAKOB HE MEHeEe §;

7. Jlns cOUanbHOU CeTH, MOYTHI U IPYTHX CAUTOB HEOOXOAUMO HCIIOIB30BATH Pa3HbIE
napoiu. Toraa eciau Te6s1 B3IOMAIOT, TO 3JI0YMBIIIJICHHUKY TOTy4YaT JOCTYH TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3y.

JIeKTPOHHBbIE IeHbIH
DNEKTPOHHBIE IEHBIH - 3TO OYEHb YAOOHBIN CIOCO0 MIaTexel, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JACHBIU.

3JI€KTpOHHI)I€ JACHBbI'Y ITOABHUIINCH COBCEM HCAABHO M UMCHHO H3-3a 3TOI'0O BO MHOT'MX
rocydapCTBax A0 CHUX IOP HE NPOMNHCAHO IIPO HUX B 3aKOHAX.

B Poccumu xe oHu (I)YHKI_II/IOHI/IPYIOT " O HUX YK€ IIPOIMUCAHO B 3aKOHEC, I'IC UX Pa3ACIIAI0T
Ha HECKOJIBKO BHUJOB - aHOHMMHBIC 1 HC aHOHHWMHBIC. Pa3H1/1ua B TOM, YTO aHOHUMHBIC - 3TO
TC, B KOTOPBIX Pa3pCiIacTCsa IIpOBOAUTL OIICPAlH 0e3 I/II[eHTI/I(bI/IKaI_[I/II/I I10JIB30BAaTClIA, 4 B
HCAaHOHHNMHBIX I/IIleHTI/I(l)I/IKaHI/IH I10JIL30BATEJIS SBIISICTCS 00s3aTEIIbLHOM.

Taroke crienyer pa3nuyarhb JIEKTPOHHbIE (PUATHBIE I€HBI'H (PaBHBI TOCYAAPCTBEHHBIM
BaJIIOTaM) U JJIEKTPOHHbIE HE(PHUATHBIE IEHbI'M (HE paBHbI TOCYJapCTBEHHBIM BaJIIOTaM).

OCHOBHBIE COBETHI 110 0€30MaCHOM paboTe ¢ ITEKTPOHHBIMU JIEHBTAMU:

1. TlpuBsxu Kk cueTy MOOUIIBHBIN TenePoH. ITO caMblil y10OHBIN U OBICTPBINA CIIOCOO
BOCCTaHOBUTB JOCTYI K cuery. [IpuBs3aHHblil TenedoH MOMOXKET, eciu 3a0y/elib
CBOM IUIATEKHBIN MApOJIb WIIA 3alICIIb HA CAUT C HE3HAKOMOI'0 YCTPOKCTBA;

2. Wcnonp3yii omHOpa3oBbie mapoiu. [locie mepexoa Ha yCHIICHHYIO aBTOpH3AIHio TeOe
y’ke He OyZleT yrpokaTh OMAaCHOCTh Kpa)ky WM TepexBaTa IIaTeXHOTo Mapos;

3. Bribepu cnoxusblil mapons. [IpectynHukam OyIeT He MPOCTO yraaTh CIOXKHBIN
naposb. Hagexxsble mapoiu - 3To napoju, KOTOpbIE COIEP)KAaT HE MEHEE 8 3HAKOB U
BKJIIOYAIOT B C€0sl CTPOYHBIE U MPOMHUCHBIE OYKBBI, IU(PBI U HECKOJIBKO CUMBOJIOB,
TaKWe KaK 3HaK Jiojiiapa, GyHTa, BOCKIHMIIATENIbHBIN 3HaK U T.11. Hampumep, $tROng!;;

4. He BBOJM CBOM JIMUHBIE JJAHHbIE HA CaliTaX, KOTOPHIM HE TOBEPSEIb.

JIeKTPOHHAS MOYTA
DJNIEKTPOHHAs M0YTa - 3TO TEXHOJIOTHS U MPEIOCTABISIEMBIE €10 YCIYTHU 110 IEPECHUIKE U
MOJTYYCHUIO DJICKTPOHHBIX COOOIICHHI, KOTOPBIE PACIIPEACIISIOTCS B KOMITBIOTEPHOU CETH.
OOBIYHO AIEKTPOHHBIN MOYTOBBIN SIIUK BBITJISIUT CIEAYIONUM 00Pa30oM:
UMs_TIOJTh30BaTeIA(@UMs_JToMeHa. Takxke Kpome Tiepeiadu IPOCTOTO TEKCTA, UMEETCsI
BO3MOXXHOCTh TiepeaaBaTh (pailiibl.

OCHOBHBIE COBETHI 110 6€30TaCHOM padOTe ¢ ANEKTPOHHOU MTOUTOM:



Hano BeIOpaTh IpaBUIIBHBIN MOYTOBBINA CepBUC. B MHTEpHETE €CTh OTPOMHBIN BHIOOD
OecCIUIaTHBIX MOYTOBBIX CEPBHUCOB, OJTHAKO JIYUIIIE TOBEPITh TeM, KOTO 3HACIIb U KTO
MIePBbIA B PEUTUHTE;

He yka3pIBaii B muHON noute TM4yHyto HHGOopManuio. Hampumep, sydiie BEIOpaTh
"My3bIKaJIbHBIN (aHaTt@" wim "pok2013" BMecTo "Temal3";

Hcnonb3yit AByXATAaHYIO aBTOPU3ALUI0. ITO KOTJa TOMUMO MMapoJisi Hy)KHO BBOAUTH
KO/I, IpUcChIIaeMbIi 110 SMS;

Bri6epu ciioxxHbIi aposib. J{ist KaKI0ro mOYTOBOIO SIIKUKA JODKEH OBITh CBOM
HaJIe’)KHbIN, YCTOMYUBBIN K B3JIOMY MapOJIb;

Ecnu ecTb BO3MOKHOCTh HAIIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH 3TY
BO3MOKHOCTb;

Hcnonb3yil HECKOIBKO IIOYTOBBIX AMKOB. [IepBbIil ISl 4aCTHOM IEPENMCKU C
aZpecaTaMmu, KOTOPBIM ThI JOBEPSACIIb. DTO MIEKTPOHHBIN aJpec HE HAJ0
UCIIOJIB30BaTh MPH PETUCTpAIK Ha PopyMax U calTax;

He otkpsiBail Qaiinel v Apyrue BIOKEHHUS B MHUCbMAX, 1a)Xe €CJIM OHU MPULIUIA OT
TBOUX Jpy3eid. Jlydie yrouHu y HUX, OTIPABIISUTH JTU OHU TeOe 3TH (paiiisr;

[Tocne okoH4yaHus pabOTHI Ha TOYTOBOM CEPBHCE MEPe]l 3aKPHITHEM BKIAJIKH C CAaliTOM
He 3a0y/p HakaTh Ha "BoriiT".

Ku6epOy/utMHT MM BUPTYaJibHOE U3/1€BATEJIbCTBO
KubepOymiuHr - npeciieoBaHie COOOIMICHUSIMH, COJIEPKAIIMMH OCKOPOJICHHUSI, arPecCHIo,
3alyTMBAaHUE; XYJIUTaHCTBO; COLUANIBbHOE OONKOTHPOBAHHUE C TOMOIIBIO PA3IUYHBIX
WHTEPHET-CEPBHUCOB.

OcHoBHbIE COBETHI 110 OOPBOE ¢ KNOEPOYUIMHIOM:

1.

N
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He 6pocaiics B 60ii. JIydmmmii crioco0: MOCOBETOBAThLCS KaK ce0sl BECTH U, €CJIA HET
TOT0, K KOMY MOYKHO OOpaTUThCsI, TO BHaUajie yCIOKOUThCA. Eciu Tl HauHelb
OTBEUYaTh OCKOPOJIECHUSIMU Ha OCKOPOJICHHUS, TO TOJIBKO eIIe OOJIbIIe Pa30XiKellb
KOH(JIUKT;

VYmpasinsii cBoeil kubeppemyTaluei;

AHOHUMHOCTB B ceTd MHUMasl. CyIlleCTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOUT 32
QHOHUMHBIM aKKayHTOM;

He ctout BecTn xynuranckuii o6pa3 BUpTyalnbHOM ku3HU. IHTEpHET puKcupyeT Bce
TBOM JICMCTBUS M COXPAHSET UX. Y AATUTh UX OyAeT KpaiHe 3aTpyIHUTEIbHO;
Co0mroait CBOIO BUPTYAIBHYIO Y€CTh CMOJIONY,

Wrnopupyit equHuyHbIi HeratuB. OIHOpa30Bble OCKOPOUTEIbHbBIE COOOIICHHS TyYlIle
UrHopupoBaTh. OObIUHO arpeccusi IpeKpalaeTcs Ha Ha4aabHOU CTaaNu;

ban arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMU COOOIIEHUSIMH, B COLIUAIBHBIX
CETSIX €CTh BO3MOKHOCTb OJIOKMPOBKHU OTIIPABKU COOOIIEHUH C ONPeIEICHHBIX
aJpecos;

Ecnu Tb1 cBUneTens kubepOyuinara. TBou aelicTBUS: BHICTYIIUTH IPOTUB
IIpECIIEN0BaTENs], T0OKA3aTh EMY, YTO €T0 IEHCTBUS OLICHUBAIOTCS] HETaTUBHO,
NOJJIEPKATh )KEPTBY, KOTOPOU HY)KHA IICUXOJIOTMYECKask TOMOIIb, COOOIIHUTh
B3pOCJIBIM O (haKTe arpeCCUBHOTO MOBEJACHHS B CETH.

MoOnibHbI Te1eoH
CoBpemeHHbIe cMapT(HOHBI U TIAHIIETHI COJepKaT B ce0e BIOJIHE B3pOCIbIA (QYyHKIIMOHAT,
U TeTepb OHU MOTYT KOHKYPHPOBATh CO CTAllMOHAPHBIMU KoMIbioTepaMu. OJIHaKO, CPECTB
3aIIUTHI JUIS TOJIO0OHBIX YCTPOUCTB MOKa OYEHb MaJlo. TecTupoBaHHE U MIOUCK YA3BUMOCTEH



B HUX NPOUCXOIUT HC TaK MHTCHCUBHO, KaK IJIA HK, TO K€ CaMO€ KacacTCsa U MOGI/IJIBHBIX
MIPUITOKEHU .

CoBpeMeHHbIe MOOHIIBHBIC Opay3ephl yKe MPAKTUIECKH TOTHAIM HACTOJIbHBIC aHAJIOTH,
OJIHAKO pacuiupeHre GyHKIIMOHAA BIIEYET 32 COO0H OOIBIIYIO CIIOKHOCTh M MEHBIITYIO
3aIIUIIEHHOCTb.

I[aneKo HC BCC IIPOU3BOAUTECIIN BBIITYCKAIOT O6HOBJI€HI/ISI, 3aKpPbIBAOIIUC KPUTHYCCKUC
YA3BUMOCTH JIsI CBOUX YCTpOﬁCTB.

OcHoBHBIE COBETHI J1s1 0€3011acCHOCTH MOOUIIBHOTO TenedoHa:
1. Hwuuero He sBIsieTCS MO-HAcTOALIEMY OecruiaTHRIM. Byab ocToposkeH, Benb koraa tede
npeiaraT OecryiaTHbIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TUIaTHbIE
YCIIyTH;
2. Jlymaii, mpexxze 4yem otnpaButh SMS, ¢hoTo niu Buaeo. Thl TOUHO 3HACIIH, TJI€ OHH
OyIyT B KOHEUHOM UTOre?

3. Heobxoammo 0OHOBIATH ONEPAIMOHHYIO CUCTEMY TBOETO cMapT(oHa;
4. Vcnonb3yil aHTUBUPYCHBIE IPOTPAMMBI JIJIs1 MOOUJIBHBIX TE€JIE(POHOB;
5. He 3arpyxaii npuiaox)eHus: OT HEM3BECTHOTO UCTOYHUKA, BEb OHU MOTYT COJIEP>KaTh

BPEIOHOCHOE MTPOTPaMMHOE 00ecIIeUeHHE;
6. Ilocine Toro kak Tkl BbIiIEIIb C caiiTa, I'/le BBOJWII JIMYHYIO HH(POPMALKIO, 3aiiiu B
HACTPOIKHK Opay3epa u ynanu cookies;
[Tepuonuyecku npoBepsii, Kakue IIaTHbIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEpE;
8. Magaii cBOii HOMEp MOOMIIBHOTO Tene(oHa TOIBKO JIOASIM, KOTOPBIX THI 3HACHIH U
KOMY JIOBEpsi€elIb;
9. Bluetooth gomxken OBITH BBIKIIOUYEH, KOT/Ia THl UM HE TONIb3yembes. He 3a0biBait
WHOT'/Ia TIPOBEPSITH ITO.

~

Online urpsi
CoBpeMeHHbIE OHJIAH-UIPBI - TO KPACOYHbIE, 3aXBaThIBAIOILINE PA3BICUEHUS,
00BEeIMHSIOIINE COTHH THICSY YEJIOBEK 10 BceMy MUpy. rpoku uccieaytoT JaHHbIH UM
MUp, OOLIAIOTCS APYT C IPYTOM, BBIMOIHSIOT 3aJaHUsl, CPAXKAIOTCS C MOHCTPAMHU U
MOJIYYatoT OMBIT. 32 yJOBOJIBCTBUE OHU IJIATAT: MOKYNAOT TUCK, OIUIAYMBAIOT aDOHEMEHT
WM IPHOOPETAIOT KAKUE-TO OIIUU.

Bce 3T cpenctBa uyT Ha MoAJAepkKAHNUE M pa3BUTHE UTPHI, a TAKXKe HA caMy 0€30MacHOCTb:
COBEPUIEHCTBYIOTCS CUCTEMbI aBTOPU3ALINH, BBIITYCKAIOTCSA HOBBIE AaTUX (LIU(PPOBbIE
3aIyIaTKY U1 IPOTrpaMM), 3aKphIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HO,Z[O6HI>IX HUIrpax CTOUT OMACATHCA HE CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO KPaXKU
TBOCTO MapoJid, Ha KOTOPOM OCHOBaHa CUCTEMA aBTOPU3aALIUU OOJILIIIMHCTBA urp.

OCHOBHBIE COBETHI IO OE€30MACHOCTH TBOETO UTPOBOTO AKKayHTa:
1. Ecnu npyroii urpok BeneT cedst MI0X0 WIN CO3/1aeT TeOe HEMPHUATHOCTH, 3a0JI0KUpYH
€ro B CIIUCKE UTPOKOB;
2. Tloxanyiics aAMUHUCTpATOpPaM UTPHI Ha IJI0XOE MOBEIEHUE STOIO UTPOKA,
JKEaTeNIbHO MTPUIIOKUTh KAKHE-TO JI0KA3aTENIbCTBA B BUJE CKPUHOB;
He yka3bIBaiil muunyro nHpopmaluio B mpogaiiiie urpsl;
VYBakail Ipyrux y4aCTHUKOB I10 UTPE;
He ycranaBnuBaii HeoumanbHble TATYM U MOJIBI;
Hcnons3yil ClI0KHBIE U pa3HbIE IAPOJIH;
Jaxe BO BpeMsi UTPbI HE CTOUT OTKJIKOYaTh aHTUBUpPYC. I1oKa ThI Urpaensb, TBOM
KOMIIBIOTEP MOT'YT 3apa3uTh.

No ko



@OUIIMHT WIH KPaXKa JHYHbIX JTAHHBIX
OOBIYHOM Kpakeil EHeT U JIOKYMEHTOB CErOJ[HS YK€ HUKOTO HE YIMBHUIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUH 3JI0YMBIIUICHHUKH ITEPEMECTUINCh B HHTEPHET, U MPOI0JDKAIOT
3aHUMAThECA "TIOOMMBIM" IETOM.

Tak mosiBUIIach HOBasi yrpo3a: MHTEPHET-MOIIICHHHYECTBA WK (DUIIIKHT, TJIaBHAS 11€]Tb
KOTOPOTO COCTOUT B TIOJYYEHUH KOH(PUACHIUATBHBIX TAHHBIX IMOJIH30BATEICH - TIOTHHOB H
napoJsieii. Ha anrnuiickom si3bike phishing unraercs kak ¢ummar (ot fishing - peiOHas
JIOBIIsA, password - TapoJib).

OcHOBHBIE COBETHI IO 60pHOE ¢ HUITMHTOM:

1. Cnenu 3a cBoum akkayHTOM. Eciu TBI MOZ03peBaeiib, YTO TBOSI aHKETa ObLIa
B3JIOMaHa, TO HEOOX0AUMO 3a0JIOKUPOBATH €€ M COOOIINTh aIMUHICTPATOPaM pecypca
00 3TOM KaK MO>KHO CKOpEEe;

2. Hcnonp3yii 6e3onacHble BeO-CalfThl, B TOM YHCJIE, HHTEPHET-Mara3uHOB U TIOUCKOBBIX
CHCTEM;

3. Hcnomnb3yii ciiokHBIE U pa3Hble apoiu. Takum o0pa3zom, eciiu Te0st B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKH TIOJIYYaT AOCTYH TOJBKO K OJJHOMY TBOEMY IIPO(UIIIO B CETH, a HE
KO BCEM;

4. Ecnu Te0s B310MaNu, TO HEOOXOJUMO NMPEAYNPEAUTh BCEX CBOUX 3HAKOMBIX, KOTOPbIE
n00aBICHBI y TEOS B IPY3bsiX, O TOM, YTO TEOSI B3JIOMAIH U, BO3MOXKHO, OT TBOETO
UMEHHU OY/IeT pacchUIaThCs CllaM M CChIJIKU Ha (DUIIMHIOBBIE CATBhI;

YcranoBu HagexxHbl apois (PIN) Ha MoOMIBHBIH TenedoH;

OTxI1r0uM coXpaHeHue napoJs B Opaysepe;

7. He oTkpsiBaii (aiiiasl 1 qpyrue BIOKEHHS B MMChMAX, AK€ €CII OHU MPHIILUIA OT
TBOMX JIpy3ei. Jlydie yrouHu y HUX, OTIIPABIISIIN JIM OHH TeOe 3TH (aiiibl.

o o

Hudposas penyranus
[Mudposast penyranus - 3T0 HEraTUBHAs UM MO3UTHUBHAS HH(OpMALIKS B CETH O Tebe.
Komnpomerupyromias uHGpopmaius, pa3MelieHHasi B UHTEPHETE, MOKET CEPbE3HbIM
00pa3oM OTpa3uThecs Ha TBOeH peanbHOi xku3HU. "Ludposas penyranus" - 370 TBOM
UMUK, KOTOPBIN (hopMupyeTcs u3 uHGOpMaluu o Tede B MHTEPHETE.

TBOE MecTo KUTENIbCTBA, yueObl, TBOE (PMHAHCOBOE MOJI0KEHUE, OCOOEHHOCTH XapaKTepa 1
pacckasbl 0 OJM3KUX - BCE 3TO HAKAIJIUBAETCS B CETH.

MHorune noJIpoCTKU JETKOMBICIEHHO OTHOCSATCS K IMyOIMKAIUU JINYHOW HHPOpMaIuu B
WuTepHeTe, He MOHMMasi BO3MOXHBIX MOCIeACTBUN. ThI 1ake He CMOXKEIb 10ralaThCs O
TOM, 4TO (poTOrpadus, pasmelieHHas 5 JeT Ha3a/l, cTajla IPUYMHONW 0TKa3a MPUHATH TeOs Ha
paborty.

KommenTapuu, pa3menienue TBoux Gororpaduii u apyrue AeiCTBUS MOTYT HE UCUE3HYTh
JIaXe TI0CTIe TOTO, KaK Thl MX YAAIUIIb. ThI HE 3HACIIb, KTO COXPAaHUII 3Ty HH(OpMAIIHIO,
T10I1aJ1a JIM OHA B IIOMCKOBBIE CUCTEMBI U COXPAHUJIACH JIX OHA, a TJIABHOE: YTO MOJAYMAIOT O
Te0e OKpYKaIoIIKe JTI0IA, KOTOPhIEe HAUAYT U YBUAAT 3T0. Halitn nadopmaruio MHOTO JIeT
CIyCTSI CMOKET JIF000i1 - Kak U3 J100pbIX TOOYKIEHHH, TaK U C HAMEPEHUEM MPUIHHUTD
Bpe. DTO MOXKET OBITh KTO YTOIHO.

OcCHOBHBIE COBETHI 110 3aUIUTe HU(PPOBON permyTaiuu:
1. Tomymaii, npex/ie ueMm 4To-To MyOJIMKOBATh U MepeaBaTh y ce0s B 6Jore Win B
COIIMAILHOM CETH;



2. B Hactpoiikax npoduiis yCTaHOBH OTPAHUYCHHSI HA IIPOCMOTP TBOETO MPOQHUIST U €T
COJIEP’)KUMOT0, ClIENai ero TOJbKO "Il Ipy3en';

3. He pa3memniaii u He yka3biBail HH(pOpMaLIHIO, KOTOPAsk MOKET KOT0-JINOO OCKOPOIIATH
WU OOMIKATh.

ABTOpCKOE NIPaBo
CoBpeMeHHbIE KOJILHUKY - aKTUBHBIE TI0JIB30BaTENN (P poBOro nmpocrpancTBa. OaHAKO
JIAJIEKO HE BCE 3HAIOT, YTO MOJB30BaHUE MHOTHMMHU BO3MOXHOCTSIMH ITU(PPOBOTO MHpa
TpeOyeT COOMI0ICHNS MPaB HA MHTEIUICKTYaTbHYI0 COOCTBEHHOCTD.

TepMmuH "HHTEIIIEKTyalbHAasi COOCTBEHHOCTB" OTHOCHUTCS K Pa3IMYHBIM TBOPCHUAM
YeJI0OBEYECKOro yMa, HAYMHasl ¢ HOBBIX M300pEeTEeHUH U 3HaKOB, 0003HAYAIOIUX
COOCTBEHHOCTH Ha MPOAYKTHI U YCIIYTH, U 3aKaHYMBAasi KHUTaMH, pororpadusmu,
KUHO(DUIBMAMHU U MY3bIKaJIbHBIMU IPOU3BEICHHUSIMU.

ABTOpCKHE IIpaBa - 3TO [IpaBa Ha HHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS
HayKH, JUTEPATyphl U UCKyCCTBA. ABTOPCKHE IIpaBa BBICTYNAIOT B KAYECTBE rapaHTUU TOTO,
YTO MHTEJUIEKTYAIbHBIH/ TBOPYECKHI TPy aBTOpa He Oy/IeT HAllPaCHBIM, 1aCT EMY
CIpaBeIMBbIe BO3MOXKHOCTH 3apad0TaTh Ha pe3yibTaTax CBOEro TPy/a, MOJyYUTh
W3BECTHOCTH U Ipu3HaHue. HukTo 6e3 pa3penienus aBTopa He MOKET BOCIIPOM3BOIUTH €T0
IPOM3BEACHUE, PACIIPOCTPAHATD, IyOJIMYHO IEMOHCTPUPOBAThH, IPOAABATH,
UMIIOPTUPOBATh, ITyCKATh B MPOKAT, MyOJUYHO HCIIOIHATH, TOKAa3bIBATh/UCIIONHSATH B d(Upe
Uiy pasmeniats B MHTEpHETE.

Hcnonb3oBanue "mupaTcKoro” NporpaMMHOIO 00ecredeHust MOXKeT IPUBECTH K MHOTUM
pHUCKaM: OT IIOTEPHU JAHHBIX K TBOUM aKKayHTaM J10 OJIOKMPOBKHU TBOETO YCTPOICTBa, I'/ie
yCTaHOBJICHA HelslerajabHas mporpamma. He cTouT Taxske 3a0bIBaTh, 4TO CYIIECTBYIOT
JerajabHble U OECIUIaTHBIE POTrpaMMBbl, KOTOPbIE MOYKHO HAWTH B CETH.



